H Hlavné mesto SR Bratislava Néakup HW pre potreby magistratu a MOS
u Primacialne namestie ¢. 1
EmmEm 381499 Bratislava

Priloha €. 1 — Opis predmetu zakazky

Verejny obstaravatel Hlavné mesto Slovenskej republiky Bratislavazadava zakazku s nazvom
,,Nakup HW pre potreby magistratu a MOS*“. Kompletné informacie o predmetnej zakazke najdete
na tejto adrese:

https://josephine.proebiz.com/sk/tender/15551/summary

Strucény opis predmetu zakazky:

Predmetom zakazky je dodanie HW pre potreby magistratu a MOS - switche, firewally, kontroléry,
acces pointy.

Zoznam prislusnych CPV kodov:
30200000-1 Pocitacové zariadenia a spotrebny material
Lehota dodania

Predmet zdkazky je potrebné dodat’ najneskoér do 25 dni odo diia nadobudnutie ucinnosti kupnej
zmluvy.

Podrobny opis predmetu zakazky:

» Uchédza¢ je povinny predmet zédkazky dodat’ verejnému obstardvatel'ovi cely naraz v sidle
verejného obstaravatela. Uchadza¢ je povinny predmet zdkazky dodat’ verejnému
obstaravatel'ovi len v pracovnych ditoch v ¢ase od 8:00 hod. do 15:00 hod. Uchadzac je povinny
oznamit’ verejnému obstaravatelovi termin dodania (konkrétny dent a hodinu) minimalne dva
pracovné dni vopred.

« Uspesny uchadzag je povinny na poziadanie preukazat’ verejnému obstaravatel'ovi potvrdenie od
vyrobcu zariadenia, Ze je opravneny poskytovat’ support k doddvanym zariadeniam a otvarat’
tickety na portali vyrobcu.

* Verejny obstaravatel poZaduje dodanie novych, nepouzivanych zariadeni v origindlnom
neporuSenom baleni.

» Verejny obstaravatel’ pozaduje dodanie vSetkych zariadeni podl'a nizSie uvedenych Specifikacii
zariadeni.

* Verejny obstardvatel si vyhradzuje pravo odmietnut prevziat tovar, ak tovar svojimi
vlastnostami, resp. kvalitou, Specifikdciou, vadami nezodpovedd tovaru deklarovaného
predavajucim pri podpise kiipnej zmluvy.

* Verejny obstardvatel ma pravo odmietnut’ prevzatie tovaru pre preukazatené vady dodaného
tovaru (napr. nedostatocnd kvalita, nedodrzanie Specifikacie a poziadaviek na tovar, poskodeny
obal tovaru a pod.).
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* Verejny obstaravatel’ ma pravo do 14 dni od prevzatia vratit’ neposkodeny tovar v povodnych
obaloch, ak zisti, ze nesplna ktorukol'vek pozadovanu technicku Specifikaciu na predmet zakazky
a nesplia osobitné poziadavky na plnenie.

* Pozaduje sa dodanie tovaru so servisnou dokumentéaciou, navodom na pouzitie (v slovenskom
alebo ¢eskom jazyku), zdruénym listom a preberacim protokolom.

4.1.

10 ks switch typ 1

Hardware Summary:

12 x 10/100/1000BASE-T PoE-Plus;

4x 1GBASE-X SFP (unpopulated front-panel ports) upgradeable to 10Gb Ethernet via
licensing;

1x Serial (console port RJ-45) with RTS/CTS modem control;

1x 10/100/1000BASE-T out-of-band management port;

2X7 RPS port;

AC Power Supply redundat;

podpora stackovania — min. 4 switchov;

podpora stackovania cez 10Gb SFP+ moduly;

zariadenia musia byt kompatibilné a stackovatel'né s existujiicim stackom Extreme X440;
vypadok casti stacku neovplyvni zostadvajicu Cast’ stacku;

vymena chybného switcha v stacku bez vypnutia stacku;

schopnost’ vytvorenia virtual chassis s ktorymkol'vek switchom v stacku;

moznost’ ukoncit’ agregované linky (802.3ad) na r6znych switchoch v stacku;

podpora overovania jednotlivych prikazov administratora cez RADIUS protokol;

podpora skriptovania zaloZzenym na jazyku TCL a Python;

podpora spustenia skriptu na zaklade udalosti; podporované typy udalosti minimélne link
up/down, Cas, ---overenie uzivatel'a 802.1x, LLDP;

automatickd zaloha konfiguracie pri prihlaseni administratora;

moznost’ reakcie na sietovu prevadzku definovany v ACL spustenim prikazu, ipravou ACL
a QosS;

moznost’ uchovania viacerych verzii konfiguracii na switchy;

ochrana pred DoS utokom (ochrana Control Plane, rate limiting pre traffic na CP);
klasifikacie a tagovanie na zéklade ToS, L3 protokolu, IP adresy, L4 portu;

definovania priepustnosti na zaklade klasifikacie;

schopnost’ dynamicky aplikovat’ rozdielne bezpecnostné profily stiCasne na pristupovy port
prepinaca = viacej autorizovanych identit si¢asne na jednom porte, priCom kazda identita
moze mat’ iny bezpecnostny profil.

Poziadavky na vykon:

Maximum 10/100/1000 Base-T Ports: 12
Maximum Active 1Gb SFP Ports: 4
Maximum 10Gb SFP+ Ports: 4 via license
Aggregated Switch Bandwidth: 104 GBPS
Frame Forwarding Rate: 77.4 MPPS

Less than 4 microsecond latency (64-byte)
Layer 2/ MAC Addresses: 16K

IPv4 Hosts: 1000

IPv6 LPM (64-bit ) Entries: 240

4092 VLAN/ VMANSs

9216 Byte Max Packet Size (Jumbo Frame)

2
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128 load sharing trunks, up to 8 members per trunk

1,024 ingress bandwidth meters, 256 egress meters

Ingress and egress bandwidth policing/ rate limiting per flow/ACL

8 QoS egress queues/ port - Egress bandwidth rate shaping per egress queue and per port
Rate Limit ing Granularity: 8 Kbps

Half-duplex 10/ 100 supported on the following 10/100/1000 ports:

12 port switches: Port s 1-8

Pozadovana podpora a zaruka:

3 ro¢na podpora vyrobcom 8/5 na hardware;
3 ro¢na dostupnost’ na update operacného systému.

Specifikaciu spifia napr. Extreme X440G2-12p-10GEA4.

4.2.

5 ks switch typ 2

Hardware Summary:

24 x 10/100/1000BASE-T PoE-Plus;

4x 1GBASE-X SFP (unpopulated) combo ports;

4x 1GBASE-X SFP (unpopulated rear-panel port s) upgradeable to 10Gb Ethernet via
licensing;

1x Serial (console port RJ-45) with RTS/ CTS modem control,

1x 10/ 10 0/ 10 0 OBASE-T out-of-band management port;

2X7 RPS port;

AC Power Supply redundat;

podpora stackovania — min. 8 switchov;

podpora stackovania cez 10Gb SFP + moduly;

zariadenia musia byt kompatibilné a stackovatel'né s existujiicim stackom Extreme X440);
vypadok Casti stacku neovplyvni zostavajiicu Cast’ stacku,

vymena vadného switcha v stacku bez vypnutia stacku;

schopnost’ vytvorenia virtual chassis s ktorymkol'vek switchom v stacku;

moznost’ ukoncit’ agregované linky (802.3ad) na réznych switchoch v stacku;

podpora overovania jednotlivych prikazov administratora cez RADIUS protokol;

podpora skriptovania zalozenym na jazyku TCL a Python;

podpora spustenia skriptu na zaklade udalosti; podporované typy udalosti minimalne link
up/down, Cas, ---overenie uzivatel'a 802.1x, LLDP;

automatickd zaloha konfiguracie pri prihlaseni administratora;

moznost’ reakcie na sietovu prevadzku definovany v ACL spustenim prikazu, ipravou ACL
a QoS;

moznost’ uchovania viacerych verzii konfiguracii na switchy;

ochrana pred DoS utokom (ochrana Control Plane, rate limiting pre traffic na CP;
klasifikacie a tagovanie na zéklade ToS, L3 protokolu, IP adresy, L4 portu;

definovania priepustnosti na zaklade klasifikacie;

schopnost’ dynamicky aplikovat’ rozdielne bezpecnostné profily sti¢asne na pristupovy port
prepinaca = viacej autorizovanych identit sicasne na jednom porte, pricom kazdé identita
moZe mat’ iny bezpecnostny profil.

Poziadavky na vykon:

Maximum 10/100/1000 Base-T Ports 24
Maximum Active 1Gb SFP Ports 8 (4 + 4 Combo)
Maximum 10Gh SFP+ Ports 4 via license
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« Aggregated Switch Bandwidth* 128 GBPS
- Frame Forwarding Rate* 95.2 MPPS

« Less than 4 microsecond latency (64-byte)

« Layer 2/ MAC Addresses: 16K

* IPv4 LPM Entries: 480

* IPv4 Host s: 1000

« IPv6 LPM (64-bit) Ent ries: 240

* 4096 VLAN/ VMANs*

+ 9216 Byte Max Packet Size (Jumbo Frame)

« 128 load sharing t runks, up to 8 members per trunk

* 1,024 ingress bandwidth meters, 256 egress meters

« Ingress and egress bandwidth policing/ rate limiting per flow/ACL
* 8 QoS egress queues/ port - Egress bandwidth rate shaping per egress queue and per port .
« Rate Limit ing Granularity: 8 Kbps

» Half-duplex 10/ 100 supported on the following 10/100/1000 ports:
24 port switches: Port s 1-16

Policy Capabilities:
» Policy Profiles: 63
* Rules per Profile: Up to 440
» Authenticated Policy Users per Switch: Up to 1,536
+ Authenticated Policy Users per Port : Up to 1,536
* Unique Permit / Deny Rules per switch: 440

Pozadovana podpora a zaruka:
* 3 rocna podpora vyrobcom 8/5 na hardware;
* 3 rocnd dostupnost’ na update operacného systému;
« Bez licencie 10Gig interface.

Specifikaciu spina napr. Extreme X440G2-24p-10GEA4.
4.3. 5ksswitchtyp 3

Hardware Summary:
* 48 x 10/100/1000BASE-T PoE-Plus;
* 4 x1GBASE-X SFP (unpopulated) combo ports;
* 2 X 1GbE copper combo port s upgradable to 10GbE on rear-panel;
* 4 x 1GBASE-X SFP (unpopulated rear-panel port s) upgradeable to 10Gb Ethernet via
licensing;
« 1x Serial (console port RJ-45) with RTS/ CTS modem control;
+ 1x10/100/1000BASE-T out-of-band management port;
«  2x9 RPS port;
» AC Power Supply redundat;
» Fan Module Front-to-Back airflow;
» podpora stackovania — min. 8 switchov;
» podpora stackovania cez 10Gb SFP + moduly;
+ zariadenia musia byt kompatibilné a stackovatel'né s existujicim stackom Extreme X440);
* vypadok Casti stacku neovplyvni zostavajucu Cast’ stacku,
+ vymena vadeného switcha v stacku bez vypnutia stacku;
* schopnost’ vytvorenia virtual chassis s ktorymkol'vek switchom v stacku;
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moznost’ ukonéit’ agregované linky (802.3ad) na réznych switchoch v stacku;

podpora overovania jednotlivych prikazov administratora cez RADIUS protokol,

podpora skriptovania zaloZzenym na jazyku TCL a Python;

podpora spustenia skriptu na zaklade udalosti; podporované typy udalosti minimalne link
up/down, Cas, ---overenie uzivatel'a 802.1x, LLDP;

automatickd zaloha konfiguracie pri prihlaseni administratora;

moznost’ reakcie na sietovu prevadzku definovany v ACL spustenim prikazu, upravou ACL
a QoS;

moznost’ uchovania viacerych verzii konfiguracii na switchy;

ochrana pred DoS utokom (ochrana Control Plane, rate limiting pre traffic na CP;
klasifikécie a tagovanie na zéklade ToS, L3 protokolu, IP adresy, L4 portu,

definovania priepustnosti na zaklade klasifikacie;

schopnost’ dynamicky aplikovat’ rozdielne bezpecnostné profily stiCasne na pristupovy port
prepinaca = viacej autorizovanych identit siasne na jednom porte, pricom kazda identita
moze mat’ iny bezpecnostny profil.

Poziadavky na vykon:

Maximum 10/100/1000 Base-T Ports 48

Maximum Active 1Gb SFP Ports 8 (2 + 6 Combo)
Maximum 10Gb SFP+ Ports 4 via license
Aggregated Switch Bandwidth* 176 GBPS
Frame Forwarding Rate* 130.9 MPPS

Less than 4 microsecond latency (64-byte)

Layer 2/ MAC Addresses: 16K

IPv4 LPM Entries: 480

IPv4 Host s: 1000

IPv6 LPM (64-bit ) Ent ries: 240

4096 VLAN/ VMANs*

9216 Byte Max Packet Size (Jumbo Frame)

128 load sharing t runks, up to 8 members per trunk

1,024 ingress bandwidth meters, 256 egress meters

Ingress and egress bandwidth policing/ rate limit ing per flow/ACL

8 QoS egress queues/ port - Egress bandwidth rate shaping per egress queue and per port .
Rate Limit ing Granularity: 8 Kbps

Half-duplex 10/ 100 supported on the following 10/100/1000 ports:

48 port switches: Port s 1-16 and Port s 25-40 - LRM support on rear-panel SFP/ SFP+ port
s on all 48-port switches

Policy Capabilities:

Policy Profiles: 63

Rules per Profile: Up to 440

Authenticated Policy Users per Switch: Up to 1,536
Authenticated Policy Users per Port : Up to 1,536
Unique Permit / Deny Rules per switch: 440

PoZadovana podpora a zaruka:

3 ro¢na podpora vyrobcom 8/5 na hardware;
3 ro¢né dostupnost’ na update operacného systému.

Specifikaciu spiiia napriklad Extreme X440G2-48p-10G4.
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4.4.

5 ks sietovych zariadeni so zameranim na sietovu bezpecnost’ oznaCované ako next generation
firewally, zariadenia v prevedeni appliance, nie chassis. Zaradenia musia byt kompatibilné a musia
byt schopné pripojenia do active-pasive a active-active clustra s existujicimi zariadeniami

5 ks firewall typ 1

FortiGate 40F.

Minimalny pocet vstupno-vystupnych rozhrani:

Hardware Accelerated GE RJ45 WAN / DMZ Ports
Hardware Accelerated GE RJ45 Internal Ports

Hardware Accelerated GE RJ45 FortiLink Ports (Default)
USB Port

Console (RJ45)

Pozadovany minimalny systémovy vykon:

IPS Throughput

NGFW Throughput

Threat Protection Throughput

IPv4 Firewall Throughput (1518 / 512 / 64 byte, UDP)
Firewall Latency (64 byte UDP packets)
Firewall Throughput (Packets Per Second)
Concurrent Sessions (TCP)

New Sessions/Second (TCP)

Firewall Policies

IPsec VPN Throughput (512 byte)
Gateway-to-Gateway IPsec VPN Tunnels
Client-to-Gateway IPsec VPN Tunnels
SSL-VPN Throughput

Concurrent SSL-VPN Users (Recommended
Maximum, Tunnel Mode)

SSL Inspection Throughput (IPS, avg. HTTPS)
SSL Inspection CPS (IPS, avg. HTTPS)

SSL Inspection Concurrent Session (IPS, avg. HTTPS)
Application Control Throughput (HTTP 64K)
CAPWAP Throughput (HTTP 64K)

Virtual Domains (Default / Maximum)
Maximum Number of FortiSwitches Supported
Maximum Number of FortiAPs

(Total / Tunnel Mode)

Maximum Number of Tokens

High Availability Configurations
Active/Passive, Clustering

PoZadovana podpora a zaruka:

3 ro¢nd podpora vyrobcom 8/5 na hardware;
3 ro¢na dostupnost’ na update operacného systému.

A

1 Gbps
800 Mbps
600 Mbps
5/5/5 Gbps
2,97 ps
7,5 Mpps
700,000
35,000
5,000

4,4 Gbps
200

250

490 Mbps

200

310 Mbps
320
55,000
990 Mbps
3,5 Ghps
10/10

8

16/8
500
Active/Active,

Sucastou dodavky nie je - UTP Protection, Enterprise Protection, Care.
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Ponuikané rieSenie vSak musi podporovat’ - Advanced Hardware Replacement (NBD), Firmware
and General Upgrades, VPN, Traffic Management, UTM Services Bundle (Application Control,
IPS, AV, Botnet IP/Domain, Mobile Malware Service, Web Filtering, Antispam, FortiSandbox
Cloud including Virus Outbreak and Content Disarm & Reconstruct Services.

Specifikaciu spiiia napr. Fortigate-40F.
4.5. 2ksfirewall typ 2

2ks sietovych zariadeni so zameranim na sietovi bezpecnost' oznaCované ako next generation
firewally, zariadenia v prevedeni appliance, nie chassis. Zaradenia musia byt kompatibilné a musia
byt schopné pripojenia do active-pasive a active-active clustra s existujucimi zariadeniami

FortiGate 60F.

Minimalny pocet vstupno-vystupnych rozhrani:

« GE RJ45 WAN / DMZ Ports 2/1

» GE RJ45 Internal Ports 5

» GE RJ45 FortiLink Ports (Default) 2

+ USB Port 1

+ Console (RJ45) 1
Pozadovany minimalny systémovy vykon:

« IPS Throughput 1,4 Gbps

*  NGFW Throughput 1 Gbps

« Threat Protection Throughput 700 Mbps

» IPv4 Firewall Throughput (1518 / 512 / 64 byte, UDP) 10/ 10/ 6 Gbps

« Firewall Latency (64 byte UDP packets) 3,3 us

» Firewall Throughput (Packets Per Second) 9 Mpps

« Concurrent Sessions (TCP) 700,000

» New Sessions/Second (TCP) 35,000

« Firewall Policies 5,000

» IPsec VPN Throughput (512 byte) 6,5 Gbps

« Gateway-to-Gateway IPsec VPN Tunnels 200

» Client-to-Gateway IPsec VPN Tunnels 500

e SSL-VPN Throughput 900 Mbps

» Concurrent SSL-VPN Users (Recommended

e Maximum, Tunnel Mode) 200

» SSL Inspection Throughput (IPS, avg. HTTPS) 630 Mbps

« SSL Inspection CPS (IPS, avg. HTTPS) 400

» SSL Inspection Concurrent Session (IPS, avg. HTTPS) 55,000

« Application Control Throughput (HTTP 64K) 1,8 Gbps

« CAPWAP Throughput (HTTP 64K) 8 Gbps

* Virtual Domains (Default / Maximum) 10/10

« Maximum Number of FortiSwitches Supported 16

«  Maximum Number of FortiAPs

« (Total / Tunnel Mode) 64 /32

«  Maximum Number of Tokens 500

» High Availability Configurations Active/Active,

Active/Passive, Clustering
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Pozadovana podpora a zaruka:

3 ro¢na podpora vyrobcom 8/5 na hardware;

3 ro¢na dostupnost’ na update operacného systému.

Sucastou dodavky nie je — UTP Protection, Enterprise Protection, Care

Ponukané rieSenie vSak musi podporovat: Advanced Hardware Replacement (NBD), Firmware and
General Upgrades, VPN, Traffic Management, UTM Services Bundle (Application Control, IPS,
AV, Botnet IP/Domain, Mobile Malware Service, Web Filtering, Antispam, FortiSandbox Cloud
including Virus Outbreak and Content Disarm & Reconstruct Services.

Specifikaciu spiiia napr. Fortigate-60F.

4.6.

3 ks firewall typ 3

3 ks sietovych zariadeni so zameranim na sietovu bezpecnost’ oznaCované ako next generation
firewally, zariadenia v prevedeni appliance, nie chassis. Zaradenia musia byt kompatibilné a musia
byt schopné pripojenia do active-pasive a active-active clustra s existujicimi zariadeniami FortiGate

100F.

Minimalny pocet vstupno-vystupnych rozhrani:

Hardware Accelerated GE RJ45 Ports
Hardware Accelerated GE RJ45
Management/ HA/ DMZ Ports
Hardware Accelerated GE SFP Slots

Hardware Accelerated 10 GE SFP+ FortiLink Slots (default)

GE RJ45 WAN Ports

GE RJ450r SFP Shared Ports
USB port

Console port

Pozadovany minimalny systémovy vykon:

Enterprise Traffic MixIPS Throughput min.
NGFW Throughput min.
Threat Protection Throughput

Firewall Throughput (1518/512/64 byte UDP packets)

Firewall Latency (64 byte UDP packets)
Firewall Throughput (Packets per Second)
Concurrent Sessions (TCP)

New Sessions/Second (TCP)

Firewall Policies

IPsec VPN Throughput (512 byte)
Gateway-to-Gateway IPsec VPN Tunnels
Client-to-Gateway IPsec VPN Tunnels
SSL-VPN Throughput

Concurrent SSL-VPN Users (Recommended
Maximum, Tunnel Mode)

SSL Inspection Throughput (IPS, avg. HTTPS)
SSL Inspection CPS (IPS, avg. HTTPS)

12

1/2/1

I NI Ul CR N

2.6 Ghps
1.6 Gbps
min. 1 Gbps
min. 20/18/10 Gbps
4,97 ps

15 Mpps
1.5 Million
56,000
10,000

11.5 Gbp
2,500
16,000

1 Gbps

500
1 Gbps
1,800
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« SSL Inspection Concurrent Session (IPS, avg. HTTPS) 135,000

» Application Control Throughput (HTTP 64K) 2.2 Gbps

« CAPWAP Throughput (1444 byte, UDP) 15 Gbps

* Virtual Domains (Default/Maximum) 10/10

« Maximum Number of Switches Supported 32

*  Number of APs (Total/Tunnel Mode) min. 128/64

»  Maximum Number of Tokens 5000

* Redundantné napajanie Ano

« High Availability Configurations Active/Active,
Active/Passive, Clustering

+ Certification ICSA Labs: Firewall, IPsec,

IPS, Antivirus, SSL-VPN; IPv6

Pozadovana podpora a zaruka:
* 3 rocné podpora vyrobcom 8/5 na hardware;
* 3 rocna dostupnost’ na update operacného systému.

Sucastou dodavky nie je — UTP Protection, Enterprise Protection, Care

Ponukané rieSenie vSak musi podporovat: VPN, Traffic Management, UTM Services Bundle
(Application Control, IPS, AV, Botnet IP/Domain, Mobile Malware Service, Web Filtering,
Antispam, FortiSandbox Cloud including Virus Outbreak and Content Disarm & Reconstruct
Services.

Specifikaciu spiiia napr. Fortigate-100F.
4.7. 3 ksswitchtyp 1

3 ks 1Gig switchu s minimalne 24 x 10/100/1000 GE RJ45 + 4x1/10G SFP portami a 3 ro¢nou
licenciou (DNA Essentials). Zaradenia musia byt kompatibilné a musia byt schopné pripojenia do
clustra s existujacimi zariadeniami Cisco C9200L-24T-4X-E.

Pozadovany minimalny systémovy vykon:

+ samostatny L2/L3 switch uréeny aj do externého prostredia

* AC napijaci zdroj

* montovatelné do Standardného 19” technologického stojanu (prislusenstvo na montovanie
do racku bude sti¢ast'ou predmetu zakazky)

* maximalna velkost’ switchu 1U

» sietovy Standard: IEEE 802.1D,IEEE 802.1Q,IEEE 802.1p,IEEE 802.1s,IEEE 802.1w,IEEE
802.1x,IEEE 802.3,|IEEE 802.3ab,IEEE 802.3ad,IEEE 802.3af,IEEE 802.3at,IEEE
802.3bz,IEEE 802.3u,IEEE 802.3%,IEEE 802.3z

Technicka Specifikacia:
» Downlinks total 10/100/1000: 24 ports data (24 x 10/100/1000 GE RJ45)
« Uplink configuration: 4x 10G SFP fixed uplinks
» Default primary AC power supply
« Fans: Fixed redundant
» Virtual Networks: 1
 Stacking bandwidth: min. 80 Gbps
» Total number of MAC addresses: min. 16,000
« Total number of IPv4 routes: min. 11,000 (8,000 direct routes and 3,000 indirect routes)
« IPv4 routing entries: min. 3,000
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« IPv6 routing entries: min. 1,500

» Multicast routing scale: min. 1,000

* QoS scale entries: min. 1,000

» ACL scale entries: min. 1,500

» Packet buffer per SKU: min. 6 MB buffers

» Flexible NetFlow (FNF) entries: min. 16,000 flows
+ DRAM: min. 2 GB

* Flash: min. 4 GB

* VLAN IDs: min. 4096

» Total Switched Virtual Interfaces (SVIs): min. 512
« Jumbo frames: min. 9198 bytes

»  Switching capacity: min. 128 Gbps

« Forwarding rate: min. 190,4 Mpps

* Mean time between failures: min. 392,210 hodin

Specifikaciu spiiia nap. Cisco C9200L-24T-4X-E.
4.8. 2 ksswitch typ 2

2 ks 1Gig switchu s minimalne 48 x 10/100/1000 GE RJ45 + 4x1/10G SFP portami a 3 ro¢nou
licenciou (DNA Essentials). Zaradenia musia byt kompatibilné a musia byt schopné pripojenia do
clustra s existujacimi zariadeniami Cisco C9200L-48T-4X-E.

Pozadovany minimalny systémovy vykon:

» samostatny L2/L3 switch ur€eny aj do externé¢ho prostredia

* AC napijaci zdroj

* montovatelné do Standardného 19” technologického stojanu (prislusenstvo na montovanie
do racku bude sti¢ast'ou predmetu zakazky)

* maximalna vel'kost’ switchu 1U

» sietovy Standard: IEEE 802.1D,IEEE 802.1Q,IEEE 802.1p,IEEE 802.1s,IEEE 802.1w,IEEE
802.1x,IEEE 802.3,IEEE 802.3ab,IEEE 802.3ad,IEEE 802.3af,IEEE 802.3at,IEEE
802.3bz,IEEE 802.3u,IEEE 802.3%,IEEE 802.3z

Technicka Specifikacia:
« Downlinks total 10/100/1000: 48 ports data (48 x 10/100/1000 GE RJ45)
« Uplink configuration: 4x 10G SFP fixed uplinks
» Default primary AC power supply
* Fans: Fixed redundant
» Virtual Networks: 1
 Stacking bandwidth: min. 80 Gbps
» Total number of MAC addresses: min. 16,000
« Total number of IPv4 routes: min. 11,000 (8,000 direct routes and 3,000 indirect routes)
» IPv4 routing entries: min. 3,000
« IPv6 routing entries: min. 1,500
« Multicast routing scale: min. 1,000
* QoS scale entries: min. 1,000
» ACL scale entries: min. 1,500
» Packet buffer per SKU: min. 6 MB buffers
» Flexible NetFlow (FNF) entries: min. 16,000 flows
« DRAM: min. 2 GB
* Flash: min. 4 GB
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VLAN IDs: min. 4096

Total Switched Virtual Interfaces (SVIs): min. 512
Jumbo frames: min. 9198 bytes

Switching capacity: min. 176 Gbps

Forwarding rate: min. 261,9 Mpps

Mean time between failures: min. 508,700 hodin

Specifikaciu spiiia nap. Cisco C9200L-48T-4X-E.

49.2

ks controllers

2 ks sietovych zariadeni so zameranim na moznosti centralizovanej spravy siete, oznacované ako

kontro
existuj

léry. Zaradenia musia byt kompatibilné a musia byt schopné pripojenia do clustra s
ucimi zariadeniami Ruckus SmartZone 144. Sucastou zariadeni si AC napdjaci zdroj a

zabudované ventilatory.

Capacity:

Key F

Managed APs: min. 2,000 per controller a min. 6,000 per cluster
Managed Switches: min. 400 per controller a min. 1200 per cluster
WLANS (BSSIDs): min. 2,048

VLANS: min. 4,096

Concurrent Devices: min. 40,000 per controller a min. 120,000 per cluster

unctionality:

Device Management: podpora RUCKUS Wi-Fi APs: R850, R750, R730, R720, R710, R650,
R610, R550, R510, R320, R310, M510, H510, C110, H320, E510, T811CM, T750, T750SE,
T710, T710S, T610, T610S, T504, T310, T301, FZM300, FZP300 a RUCKUS ICX 700
series switches running Fastlron 8.0.80 and above supported; Fastlron 80.0.90a required for
Zero-Touch Provisioning
Device Type Support: Wi-Fi APs, Switches
Controller Expansion: min. 4 controllers in N+1 active-active mode, supporting non-
disruptive capacity expansion
Controller Redundancy: 3+1 distributed data preserving with N+1 redundancy within a
cluster
Data Offload: Local offload of traffic directly to the Internet
AP: WPA, WPA2-AES, 802.11i, 802.1x/EAP, PSK, WISPr, WEP, WPA3, Enhanced Open,
MAC Address
Fast EAP-SIM re-authentication
EAP-SIM, EAP-AKA, EAP-AKA over WLAN for 802.1x
Wi-Fi Locations with the SZ AAA-Proxy functionality enabled
User Database: Internal database min. 25,000 users a External: RADIUS, LDAP, Active
Directory
Access Control: L2 (MAC address-based) L3/4 (IP and Protocol based)

L2 client isolation - Management interface access control

Time-based WLANSs - Device type access policies

Two-factor authentication password, SMS
Wireless Intrusion Detection (WIDS/ WIPS): Rogue AP detection / prevention; Evil-
twin/AP spoofing detection
AAA: RADIUS
Hotspot: WISPr, Wi-Fi CERTIFIED, Passpoint™, HotSpot 2.0
Guest Access: podporované
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Captive Portal: podporované

Mesh: Self-healing, Self-forming, Zero-touch provisioning

Media: 802.11e/WMM, U-APSD, Wi-Fi Calling Prioritization

mDNS Bonjour Fencing: podporované

WISPr: WISPr authentication, SZ downlink AP Survivability

Software Queues: Per traffic type (4), per client

SmartCast Traffic Classification: Automatic, heuristics and TOS based or VLAN-defined
Rate Limiting: podporované

WLAN Prioritization: podporované

Client Load Balancing : Automatic

Band Load Balancing: podporované

AP Provisioning: L3 or L2 auto-discovery; Auto-software upgrade; Automatic channel
optimization

Configuration Management: Secure multi-operator login (RBAC)
Large scale (bulk) AP management tools
Switch software and firmware upgrades
Switch configuration management
Per zone firmware versioning control
Configuration audit trails
Alarm and event notification (SNMP V1/V2/V3)
Event Logging (Syslog)
Integrated on-board remote accessible EMS functionality
RESTful APIs (JSON)
Web-U

Specifikaciu spiiia nap. Ruckus SmartZone 144.

4.10. Access pointy a SFP

Sucastou zdkazky bude dodanie wifi access pointov a optickych transcieverov, ktoré budi plne
podporované s dodanymi zariadeniami a ktoré budua sucast'ou dodavky:

Access point typ 1 - 5 ks — Extreme AP510e-WR - Cloud-ready, Dual 5GHz Dual band
Sensor radio, Dual Radio 80211axacabgn 4x44 MIMO Indoor 11ax access point with
external antenna ports s 1 ro¢nou licenciou;

Access point typ 2 - 5 ks — Extreme WS-AP3915i-FCC alebo ekvivalent spinajiici nizie
uvedené kritéria a podporujici pripojenie na Extreme controller C35 s 1 ro¢nou licenciou;

o Throughput 2.4GHz Radio min. 300 Mbps

o Throughput 5GHz Radio min. 867 Mbps
o Throughput Per AP min. 1.167 Gbps

o RFC2285 Wire/Wireless Forwarding Rate 50,000 pps

o Number of SSIDs Supported Per Radio/Total 8/16

o Simultaneous Users Per Radio/Total 240/480

o Per AP Simultaneous Voice calls (802.11b, G711, R>80) 30 or less

Access point typ 3 - 3 ks — RUCKUS T350c¢ Outdoor Access Point Wi-Fi 6 - 2.4 GHz, 5
GHz,
Controller Support: RUCKUS Cloud, RUCKUS SmartZone, RUCKUS ZoneDirector,
Standalone;

o Ethernet Ports: 1 x 1 GbE | RJ45 PoE In - 802.3 at Class 4
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o PHY Rate at 2.4 GHz: min. 574 Mb/s

o PHY Rate at 5 GHz: min. 1200 Mb/s
Sucastou dodania budd 3 ks zaclenovacia licencia (L09-0001-SGO00) a 3 ks support na 1
rok (S02-0001-1LSG).

* SFP modul - 10 ks, UF-RJ45-1G.
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