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Rozsah a program

Uvod DEMO / Jednoduchy set-up sietového HSM

o« Zaklady Sifrovej e HSM: Konfigurdcia/factory reset
ochrany * SRV: InsStalacia middleware nCSS

e Sprdava a ochrana e SRV: Vytvorenie Remote Filesystem (RFS)
kryptografickych  HSM: Vytvorenie Security World /
kldCov Inicializacia

* APl a frameworky e SRV: Enrollment HSM
pre Sifrovanie / * SRV: Instalacia / konfiguracia nCipher
desifrovanie udajov CSP/KSP
(pomocou HSM) « SRV: generovanie ziadosti o certifikat

* Architektonicky « PREPROD: vydanie certifikatu
prehlad nCipher e« SRV: insStalacia certifikatu

HSM




Zaklady Sifrovej ochrany a
problém spravy a ochrany klucov




Naco je dobra kryptografia I.?

e DAvernost

— Sifrovanie Gdajov a dokumentov (ochrana pred
kradezou udajov/zariadenia, DATA-AT-REST)

— Sifrovanie sietovej komunikacie (ochrana pred
odpocuvanim, DATA-IN-TRANSIT)

— Dlhodoba / kratkodoba ochrana
* Priklady citlivych udajov
— Hesla

— Osobné udaje
— Financné udaje




Naco je dobra kryptografia Il.?

* Integrita
— Udaje neboli zmenené
— Checksum suborov pri stahovani

* Autenticita
— Po6vod informacii je garantovany, udaje neboli zmenené

— Checksum suborov pri stahovani, overeny voci doveryhodnému
zdroju

— Digitalny podpis udajov (sietové protokoly, autentifikacia)
— Povodnost dokumentov (DATA-AT-REST + DATA-IN-TRANSIT)
* Nepopieratelnost

o Tvorca nedokdaze spochybnit autorstvo / vytvorenie podpisu
o Digitalny podpis udajov (elektronicky podpis)




Naco je dobra kryptografia Ill.?

e Autentifikacia
— Ochrana hesiel (skor patri k ochrane citlivych
udajov), dobré spomenut ze nie vzdy je potrebné
Udaje aj desifrovat
— Bezpecné protokoly na vyuzZitie hesla /
autentifikaciu pomocou hesla
* Replay utoky
* Challenge response protokoly
— Nahradenie hesiel inymi formami autentifikacie

— Viac-faktorova autentifikacia




Moznosti a Use Case Sifrovej ochrany

Vyuzitie Sifrovania a X.509 Najcastejsie aplikacie
certifikatov

* Silna autentifikacia *  SSL/TLS (HTTPS, SMTP, LDAP)

« Sifrovanie a ochrana udajov ) Eﬁ:’i’frgg‘)" '3?,'@' Smart-card logon (AD,

* Podpisovanie a nepopieratelnost «  S/MIME, Microsoft EFS
dokumenty mail web .

EIektronlcky
podpls

SIMIME HTTP/SSL EAP-TLS

PKCSH#7 TLS/SSL

Kryptograflcke pr|m|t|va

RMS PGP X.509 PKI

XrML Web Of Trust Hardvér (servery CA, RA, Cipové karty, ...)
Softvér (CA, RA, riadenie Zivotného cyklu kariet, ...)
Ludia (spravcovia CA, pracovnici RA, audit, ...)
Procesy (ziadanie o certifikaty, ruSenie certifikatov, ...)
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Symetrické sifrovacie algoritmy

Na zaklade rozlicného pochopenia kryptografického
kl't¢a mozno rozdelit Sifrovacie algoritmy na symetrické
a asymetrické

Symetrické algoritmy vyuzivaju kluc ktory je znamy len
opravnenym subjektom v ramci komunikacii

Na zaklade znalosti kl'uca sa informacie Sifruju a
desifruju

Ak utocnik ziska Sifrovaci kluc€ ochrana je prelomena

Kvalita ochrany informacie teda zavisi od kvality
Sifrovacieho algoritmu a ochrany a jednoduchosti
distribucie Sifrovacieho kluca




Sifrovanie a vymena klu¢ov

« Sifrovanie C=E(M)
e DeSifrovanie M = D,(C)
* Principy vymeny klucov urcenych pre symetrické sSifrovacie systéemy

— Klug, ktory budu opravneny Ucastnici zdielat, nesmie byt prenasany
pomocou nezabezpecenej komunikacie, ku ktorej by mohol mat
utocnik pristup. V Zziadnom pripade nesmie byt ohrozena integrita
a dévernost prenosu kluca.

— Bezpecnost vymeny klucov a ochrana samotnej komunikacie sa
nesmie spoliehat na utajenie algoritmov a formatu komunikacie,
ktoré sa v jej ramci pouzivajy.
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Asymetrické sifrovacie algoritmy

* Asymetrickeé algoritmy vyuzivaju dvojicu kltucov
(verejny a sukromny)
— Verejny kluc€ sluzi na Sifrovanie a je znamy vsetkym

— Sukromny (privatny) kl'ac sldzi na desifrovanie a pozna
ho len jeho vilastnik

e Ak utocnik ziska sukromny kluc ochrana je
prelomena

e Kvalita ochrany informacie teda zavisi od kvality
sifrovacieho algoritmu a ochrany sukromného a
distribucie verejného kluca




Sifrovanie a vymena klu¢ov

Asymetrické algoritmy zjednodusuju proces distribucie Sifrovacich klucov
Sifrovanie C=E ygoupic(M)
Desifrovanie M = Dy, rivate(C)
Principy vymeny klucov uréenych pre asymetrické Sifrovacie algoritmy
— KIlu¢, ktory budd opravneny ucastnici komunikacie zdielat, moze byt
prenasany pomocou nezabezpecenej komunikacie, ku ktorej ma utocnik
pristup, no integrita a autenticita prenosu kltii¢a nesmie byt ohrozena.

— Bezpecnost vymeny klUcov a ochrana samotnej komunikacie sa nesmie
spoliehat na utajenie algoritmov a formatu komunikacie, ktoré sa v jej ramci
pouzivaju.
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Infrastruktura verejnych kltucov

Centralizovana infraStruktura Decentralizovana infrastruktura
. Centralna autorita zabezpecuje spravu verejnych kltcov . Sprava kltucov nie je riadena centrélne, kazda
(pomocou certifikatov, ktoré podpisuje) entita vydava svoj vlastny certifikat, ktory neskor
. Distribucia kfucov velkého mnoZstva koncovych entit sa moze byt podpisany daldim ucastnikom
redukuje na distribuciu kli¢ov malého mnoZstva : ¥ .
E IS e b infrastruktary
certifikaCnych autorit R i . ,
. Déveryhodnost prepojenia kltUcov a identity ich drZitela ) DISt”l.oqgla kIL,'ICO\./.Je rlavdena na zaklade vztahov
uréuje autorita medzi ucastnikmi infrastruktury
. Platnost certifikdtov byva ¢asovo obmedzend . Déveryhodnost prepojenia kltucov a identity ich
. Platnost klu¢ov sa overuje na zaklade periodicky drzitela urcuje tranzitivny vztah dovery
0 SUbl'kovanyCh blacklistov *  Platnost certifikdtov nemusi byt ¢asovo
P”—aXY509 ML obmedzena
. .509, Xr Xy L Lpx . .
- . DalSia platnost klucov sa prakticky neoveruje
Vyuzitie Priklad
. Bezpecény mail, TLS/SSL, 802.1X, IPSec, podpisovanie rrdacy
spustitelného kédu, y PGP Web of Trust
Vyuiitie

. Bezpecny mail, distribucia softvéru

Eva direktes
Freundn Vertrauen

CRL, ktoré vydava KCA. Certifikat vydany pre KCA fiou ] N )
CRL sluzi na kontrolu certifikatov, samotnou. / e -
ktoré vydala KCA (napr. FCAl a Certifikat sluzi na overenie \\‘ B gm:ektes -
FCA2). platnosti certifikatov, ktoré vydala. direltes N Vertranen "~
Vertrauen N

— - Certifikat vydany pre FCA2 / S
Certifikt vydany pre FCAL centifikatno autortou KCA. N S =~

certifikatnou autoritou Certifikét sI03i na overenie Ingo indireltes indirektes Vertrauen  —ooooereemns indirektes | Susi

IR KCA. platnosti certifikatov, ktoré Ieh Vertrauen O Vertrauen Fremde
Certifikat sltzi na overenie - vydala. - e . >
platnosti certifikatov, ktoré e .

vydala. - N
direktes . My direktes
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ktoré slziia na o)\//erenie "‘*" certifikat). Az W[ uaduektes F— Manfred
podpisu alebo sifrovanie | =4 Freund Vertraven Fremder
udajov.
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http://commons.wikimedia.org/wiki/File:Web_of_Trust.svg

X509 Certifikat

Obsahuje najma informdcie o:

Identifikator algoritmu Podois yvhot .
. vlastnikovi certifikatu pouzitého na podpisanie orp's Vynoroveny
. v s ; certifikatu certifikagnou vydavatefom certifikatu.
° verejnom kld¢i vlastnika autoritou. Tento podpis zaru¢i |
certifikatu integritu Gdajov na ktoré |
‘. cpil 2 y sa vztahuje. Tieto su
° vydavatelow certifikatu A uvedené pod nim.
(certifikaCnej autorite)
*  dobe platnosti certifikatu » Podpisovy algortimus
~ \(ﬁ
" povolenom sposobe = Digitalny podpis
vyuZzitia kryptografickych = eI e I —
kfdcov O Verzia S(va'nove POdp.ISOVV Vydavatel | Platnost Drzitel Vel‘fjp y i ... | ID drzitela | RozSirenia
Cislo algoritmus kra¢ vydavatela
NEOBSAHUIJE v \J \J v Y
/. . ineéné Doplnkové
*  Informacie o privatnom oo’ Jedineéné meno Jedineény PR
klaci Jedinegné Cislo vydavatela - identifikujice retazec upravujicie
identifikujuce X500 drZitefa — X500 /dent/ﬂku1€l0/ spbsob pouzitia
algoritmus. distinguished distinguished vydavatela. certifikatu,
name. name. (volitelné) (voliterné)
v Y \ \ \
o Prisluchajuci k
Identifikuje verzi Ii?ng?i?;tor sukromnému Jedinecny
€ '0' 9.‘tého u . Q.téhouna Doba platnosti KIug, ktory retazec
“ pouzl pouzl ) “nie pred” a “nie pouziva drzitel identifikujuci
Standardu X509 podpisovanie 00", certifikatu na drsitela.
V1, v2, V3. dgl;}!trgﬁ)nr;ov podpisovanie (volitelné)
“ ' dokumentov.




Sprava a ochrana
kryptografickych kl'tucov




Zivotny cyklus kryptografickych kltcov

Primarne stavy ¢ Sekundarne stavy >
[} Generovanie @ @ ------ > § §
klugov j S
® .
Periodicka @ UloZenie @ @ @ _______ > =2 N
vymena klu¢ov klagov g gg
® [F1© [°:
I © -5 |®
Pouzivanie @ DiSt,r.i?uCia @ @ §
Wacoy | [& | Macov @
[ <. _
.:' ” ~-~~~~< v /I 7 . Ve . .
Podmienen * Pocty klucov, ich typy/pouZitie a ich
opnova . v s v o . ’
Klugov / key Zaloha kfacov citlivost
= e Sposob distribucie kltucov

A
? * Dolezité otazky pre kazdu fazu/stav
O, zivotného cyklu :
— Identifikacia, autentifikacia a
autorizacia

— Spo6sob ochrany klucov




NajCastejsie hrozby

e Kradez kluca
— Kldce su dlhodobo dostupné utocnikovi
— Utoénik mdZe desifrovat udaje
— Utoénik modZe falovat udaje
* Strata kluca
— Sifrované udaje nie je mozné desifrovat
 Kompromitacia servera / aplikacie ktoré kltce
vyuziva
— (Docasny) pristup k idajom / desifrovanie
— (Docasna) moznost falSovat Udaje




Moznosti ochrany pred kradezou
kryptografickych klucov I.
(subory)

Kl'ice su ulozené v suboroch a chranené pomocou prav na
suborovom systéme

— Priklad: OpenSSL bez passphrase (PKCS1)

— Vyhody: l[ahka dostupnost klti¢ov

— Nevyhody: Ktokolvek dokaze citat key file ma pristup ku kfucom, Nie je

mozna distribucia nezabezpecnym kanalom

Kl'ice su ulozené v suboroch chranené pomocou prav na suborovom
systéme a hesla

— Priklad:

* OpenSSL s passphrase (PKCS8),

* PFX/PKCS12
» Java Key Store / JCE Key Store

— Vyhody: lahka dostupnost kltcov
— Nevyhody: Heslo je tazké zmenit/pristup revokovat, ak uz raz niekto
heslo ma




Moznosti ochrany pred kradezou
kryptografickych klucov Il.
(Windows Specific Keystores)
* Windows DPAPI/Cryptography stores

— Ochrana na zdklade prostriedkov / APl opera¢ného
systému

— Operacny systém riadi pristup k ku kltucov

— Teoretickd moznost pred exportom kltcov (non
exportable private key), poskytuje vsak ochranu iba na
predoslej urovni (chrani pred beznymi pouzivatelmi
nie pred administratorom)

— Administrator dokaze exportovat napr. pomocou
(NEPODPOROVANYCH NASTROJOV):

e mimikatz

e |{SEC Partners Jailbreak




Moznosti ochrany pred kradezou
kryptografickych kltucov IlI.
(Specializovany hardvér)

* Na kryptografické operacie sa vyuziva dedikovany
systém (hardvér/softvér/API):
— Cipové karty / smart-cards
— hardvérové Sifrovacie moduly / hardware security

modules (HSM)

» Kryptografické klice nikdy neopustaju tento
hardvér v nesifrovanom stave (nie je tym padom
mozna ich kradez, bez kradeze hardvéru)

* Dedikovany hardvér ma obmedzeny/znizeny
attack surface




Rozdiely medzi Cipovymi kartami a
HSM

* Cipové karty
— Primarny ucel: ochrana klucCov pre pouzivatelov
— Nizky vykon

— Portabilita (pouzivatel m6ze vyuzit ¢ipovu kartu pri
viacerych zariadeniach/pocitacoch)

* HSM

— Primarny ucel: ochrana kltcov pre servery / sluzby

— Vysoky vykon (teoreticky), POZOR: do vysokej miery
zavisi od implementacie aplikacie a celého stacku
(HSM/OS/Middleware/Aplikacia)




Moznosti ochrany pred stratou klucov

e Zalohovanie klucov

— Obycajne Sifrovanie klucov, ktoré sa bezne pouzivaju
pomocou kltcov, ktoré sa pouzivaju vynimocne (len
pri obnove)

— Key Recovery Agent
— Administratorské karty HSM
* Obnova klucov

— Obycajne procesne narocnejsia

— Mala by byt pravidelne testovana (najma pre HSM)




APl a frameworky pre
kryptograficku ochranu udajov




Prehlad

* Aplikacné frameworky a kniznice
— .NET Cryptography / Windows CryptoAPI
— .NET Cryptography / CryptoAPI Next Generation (NG)
— Java Cryptography Extensions (JCE)
— OpenSSL

* API pre integraciu Cipovych kariet a HSM

— CryptoAPI Cryptographic Service Provider (CSP)
— CryptoAPI NG Key Service Provider (KSP)
— PKCS11




Framework stack illustrated

MS Application

MS CryptoAPI

Certificate store, Enc

Vendor specific Cryptographic Service Provider
(MS CSP implemtentation) Vendor specific PKCS11 library

Vendor specific implementation communication between CSP/PKCS11 and hardware

Operating system boundary

Hardware Security Module / Smart-card

HSM / Smart-card




Logicka architektura
v kontexte eZdravia a IAM B2B Client

eZdravie

6 eZdravie system boundary

ISPZS infrastructure

Zdravotnicky pracm?ﬂik\l

S
S
.
S
.
.
.~ -
~

Zdravotnicky pracovni~I22'

nCipher CSP

nCipher nFast Server

Zdravotnicky pracovnik 4 . i ) nShield Connect HSM / nShield Solo HSM




Architektonicky prehlad
nCipher HSM




Fyzicka architektura
(realizacia)

nShield Solo

e PCle karta / interny
modul

* Pristupny len z jedného
servera

* Nie je mozné pouzivat
vo virtualnych
serveroch

nShield Connect

Sietové appliance /
server

Pristupny z viacerych
serverov, je nevyhnutné
sparovat klienta a HSM

Mozno vyuzivat sluzby
HSM aj z virtualnych
serverov

i : . =




Logicka architektura
(zakladny zjednoduseny koncept)

* Kryptografickeé kluce su ulozené v suboroch na
jednotlivych aplikacnych serveroch, ktoré ich
vyuzivaju v Sifrovanom stave (Sifrovany pomocou
kfuca ktory pozna HSM)

» Ak aplikacny server chce vyuzit klU¢ po prvy raz
(za nejaku dobu) “nahra® kl'd€ na HSM. HSM kluc
desifruje (interne) a nasledne umozni pomocou
neho vykonavat operacie desifrovania /
podpisovania

* Koncept takejto ochrany nazyva Thales/nCipher
,Security World“




Logicka architektura
(Security World)

Security World predstavuje de-facto bezpecnostnu hranicu

— Security World vymedzuje kluc, ktory vyuziva HSM na
desifrovanie klucov od klientov

Security World moéze byt zdielany viacerymi HSM
— v ramci jedného Security World moéze byt pripojenych viacero
HSM
— Vhodné napr. pri potrebe zdielat jeden klu¢ medzi viacerymi
servermi (typicky priklad pre vysoko-dostupné servery)

Jedno HSM nemoze byt pripojené do viacerych Security
World

Jeden klient nemoze byt pripojeny do viacerych Security
World




Logicka architektura
(Admin cardset)

e Security World klu¢ mozno
— Vygenerovat pri inicializacii HSM
— Nahrat na HSM
* Inicializdcia HSM / Generovanie Security World
— Pri uvodnej konfiguracii HSM sa vygeneruje kluc
— Tento kluc sa ulozi do HSM a ako zaloha sa rozdeli na niekolko
administratorskych kariet (Admin cardset) k/n schéma

— Karty v ramci Admin cardset mozno chranit pomocou PINu

* Nahranie Security World na HSM

— Potrebné vtedy ak sa HSM pripaja do Security World (napr. kvoli
vysokej dostupnosti alebo pri obnove HSM v pripade zlyhania)

— Pri nahravani je nevyhnutné prezentovat kz n
administratorskych kariet pre dany Security World




Admin cardset
(priklad a odporucania)

* Priklad admin cardset 3/6

— Pri inicializacii Security World sa vytvori 6
administratorskych kariet

— Pri obnove / nahrani Security World su potrebné 3 karty
* QOdporucania
— Admin cardset predstavuje dolezité aktivum

— Odporuca sa tieto karty uchovat na bezpecné miesto /
zdokumentovat kde sa karty nachdadzaju

— Zvazit pouzitie PINu (ak sa PIN zabudne nie je mozné kartu
pouzit)

— Pravidelne testovat obnovu HSM




Logicka architektura
(software stack)

 Middleware nCipher Support Software (nCSS)
— Kniznice
* nCipher CSP

* nCipher KSP
* PKCS11

— Monitoring cez SNMP
— Sluzba na komunikaciu s HSM (Windows Service / linux daemon)
— Utility na spravu a diagnostiku HSM

MS Application

MS CryptoAPI
Certificate store, Encryption/Decryption hig level routines

Cipher CSP

nCipher nFast Server

Operating system boundary

Hardware Security Module / Smart-card

nShield Connect HSM / nShield Solo HSM




Logicka architektura
(Remote File System)

e Suborovy systém ktoré vyuzivaju (sietové) HSM na
— Ulozenie konfiguracie HSM (napr. informacie o klientoch)
— Ulozenie logov HSM

— Na ulozenie zasifrovaného kluca Security World (mozno
pouzit pri nahravani spolu s admin cardset)

— Ulozenie kltucov v pripade, ze sa pouziva RFS ako
prostriedok pre ich zdielanie medzi jednotlivymi
aplikaCnymi servermi

* Jeden HSM moze mat len jeden RFS server
* Jeden RFS server moze sluzit pre viacero HSM




Logicka architektura
(komunikacné toky)

* \ pripade PCle / nShield Solo nie je nevyhnutné
otvarat komunikacné toky (ak sa nepouziva RFS
na synchronizaciu klucov)

* \ pripade nShield Connect (sietové HSM) musi
vediet:

— aplikaény server komunikovat s ==> HSM (TCP:9004)
— HSM komunikovat s RFS serverom (TCP:9004)

— Kazdy klient je identifikovany pomocou IP adresy a
KNETI hash (nieCo ako autentifikacny pre-shared
secret), nie je mozné/prinajmensom sa neodporuca
mat medzi klientom a HSM NAT




Prakticka cast




Prehlad

InStalacia spociva z:
 Uvodnej konfiguracii

— HSM: Factory reset/Konfiguracia sietového subsystému/instalacia

licencii

— SRV : Instalacia middleware nCSS

— SRV : Vytvorenie Remote Filesystem (RFS)

— HSM: Vytvorenie Security World / Inicializacia
* Pripojenia klienta

— SRV: Instalacia middleware nCSS

— HsM: Konfiguracia klienta

— SRV: Enrollment HSM

— SRV: Kopirovanie suborov MODULE <ESN>a WORLD do
C:\ProgramData\nCipher\Key Management Data\local

— SRV: InsStalacia / konfiguracia nCipher CSP/KSP




SRV: Instalacia middleware nCSS

nCipher Support Software Setup -

Select Features

Select the features zetup will install.

(N)CIPHER

Chooze which components to install. For information on selecting components, please refer ta the

mtaibicld | zer Guide.

nCloher Hardware Support [mandatory] 12772 K
nCloher Core Tools [recommended) 113003 K
nCpher CAPI-NG providers and tools 10564 K.
Cryoto Hardware Interface [CHIL] plugin 1332 K
I nClpher Java Support [inchuding Kews afe) 0k
[ 1 nClpherk b JCAAICE provider clazses ok
C5F console utilities 15976 K
CrotodPl C5P GUI and conzole installers 25400 K,
1 nCloher SMMP mornitoning agent 0k
nCpher Signed netHS M firnware files 83363 K

h d 2740 K

Destination Folder

C:4%Program Filez [#86]4nCipherinfast Browse. ..
Space Reguired on C: 273140 ¥, —
Space Available on C: M510192 K ‘&/
Installshield < Back ‘ | Mest > Carcel ‘

BSP ,

CONBULYING
. “r man




nCSS

e C:\Program Files (x86)\nCipher\nfast\bin
— Programové subory
e C:\ProgramData\nCipher
— Sifrované kluce
— Pripadne aj RFS
e ENV premenné
— NFAST_CERTDIR=C:\ProgramData\nCipher\Feature Certificates
— NFAST_HOME=C:\Program Files (x86)\nCipher\nfast
— NFAST_KMDATA=C:\ProgramData\nCipher\Key Management Data
— NFAST_LOGDIR=C:\ProgramData\nCipher\Log Files

e Service
Services |_'

le  Action View Help

D EEc= B »anwp

ry

Services (Local) Mame Description Status Startup Type Log On As
w Metwork Location Awareness  Collects an...  Running  Automatic Metwork 5...

i Metwork Store Interface Ser..  This service .. Running  Automatic Local Service

Communic... Automatic
. Qptimize drives Helos the c.. Manual Local Svste...




RFS sa vytvara len jedno pre celu
infrastrukturu




SRV: Vytvorenie Remote Filesystem
(RFS)

cd $NFAST HOMES%\bin
.\anonkneti.exe HSM-IP
.\rfs-setup --force HSM-IP HSM KNETI

= Administrator: Windows PowerShell

CO&F- 1#93 D545 12cﬂhhﬂ?f563e6“95cca13aﬂ?c5555f2e358##28
PS C:%Program Files (x86)wnCiphernfastibin® .‘rfs-setup.exe —-force 10.201_1.44 COGF-14%B-D545% 12cibal?fS6aebt0?5ccal3al
TchG65T2e3580028
Removing old remote_file system entries with remote_esn COGF-14%B-D545
Adding read-only remote _file system entries
Ensuring the directory C:\ProgramDatasnCipher\Bey Management Data“local exists
fidding new writable remote file system entries
» directory C:\ProgramData‘nCipher\Key Management Data‘hsm-CO6F-149B-D545 exists
» directory C:wProgramDatanCipheriZFeature Certificates exists
» directory C:3ProgramDatanCipheriKey Hanagement Dataihsm-CO6F-149B-D545%features exists
s directory C:wProgramData‘nCipheriBey Management Datarhsm-CO6GF-142B-D545%config exists
» directory C:\ProgramDatawnCipherilog Files\hsm-COGF-147B-D5%45 exists
ﬁauing the new config file and configuring the hardserver
one
PS C:%Program Files (x86)wnCipherinfastibin> Key Management Data

ne Share View

T v This PC » Local Disk (C:) » ProgramData » nCipher » Key Management Data »

FY

Mame Date medified Type Size
[ config 13.4.2018 16:19 File folder
zads features 13.4.2018 1611 File folder
places hardserver.d 13.4.2018 16:11 File folder
| h=m-C0BF-149B-D545 13.4.2018 16:18 File folder

local 13.4.2018 16:11 File folder

trp 13.4.2018 1&:11 File folder




Povolenie portu 9004 na FW (pre RFS a
sietové HSM)

netsh advfirewall firewall add rule
name="nCipher Impath" dir=in action=allow
protocol=TCP remoteip="HSM-IP"
localport=9004




HSM: Nastavenie RFS

. Zadat adresu RFS servera do HSM: System |
System configuration | Remote file system (1-1-
3) [SELECT]

. Zadat IP adresu RFS servera [TAB], ponechat
,default port 9004“ a stlacit [ENTER]

. Systém odpovie: ,,Remote file setup completed
OK“ stlacit [ENTER]

. System — System configuration | Config file
options | Allow auto push (1-1-6-2) [SELECT]

. Klavesnicovymi Sipkami vybrat volbu ,Off“
a stlacit [CONFIRM]




HSM: Vytvorenie Security World /
Inicializacia
Vytvorit Security World: Security World Mgmt | Module

initialization | New security world (3-2-1)

Zvolit ,Admin cardset quorum® na 2/4, nastavit ,Specify
all guorums® na ,No“ [NEXT]

Nastavit typ klu¢a modulu na ,,AES“, na otdzku ,Select
security world module key type” zvolit ,AES” [NEXT]

Na otazku , Do you want your world to run in FIPS 140-2
level 3 compatibility mode (does not improve security)?“
odpovedat ,,No“ [NEXT]

Na otazku ,Do you want to make module 1 a valid target
for remote shares” odpovedat ,Yes” [FINISH]

Vlozit do modulu potrebny pocet kariet a zadat aktivacné
udaje (hesla) podla potreby.




Security World

* Po vytvoreni / inicializacii pribudnu nové
subory
— module ESN (module CO6F-149B-D545)

i local
Share
I » ThisPC » Local Disk (C:) » ProgramData » nCipher ¢ Key Management Data » local v O
Name ) _’_.e"‘;'-’ Module Electronic Serial number (ESN)
maodule_CO&F-14%B-D545 13.4.2018 16:34 File 1 KB
ads [ | world g 13.4 2018 16:34 File 15 KB
Haces == Encrypted world key




Klientov/aplikacnych serverov moze
byt viacero, nie kazdy musi (ani
nemoze) byt RFS server




HSM: Pridanie konfiguracie pre
aplikacny server

. Zvolit System | System configuration | Client

config | New client (1-1-4-1)

. Zadat IP adresu servera [NEXT]

. Sipkami zvolit ,Unprivileged” [NEXT]

. Na otazku ,,Do you wish to enroll with
nToken?“ zvolit Sipkami ,,No“ a potvrdit
INEXT]

. Systém odpovie ,Client configuration
completed OK“ [CONTINUE]




SRV: Enrollment klienta

* Na serveri sa musia nachadzat subory z RFS servera (module _<ESN> a world)
Ak je klient zaroven RFS serverom zrejme nie je potrebné nic kopirovat

[ ]
« Ak tieto subory na klientovi nebudu nie je moZné vykonat korektne dalsi krok
I local
[ Share View
I » ThisPC » Local Disk (C:) » ProgramData » nCipher ¢ Key Management Data » local v O
Name : /,,2—-" Module Electronic Serial number (ESN)
module_COSF-149B-D545 13.4.2018 16:34 File 1 KE
ads || world g 13.4,2018 16:34 File
laces == Encrypted world key

cd $NFAST HOMES\bin

nethsmenroll.exe —--force <IP adresa HSM> <HSM ESN> <HSM KNETI hash>

restartovat sluzbu , nFast Server”

:WProgram Files (x86)wnCiphernfastibin*nethsmenroll.exe —-force 10.201.1.44

Hemote module returned ESH: COGF-149B-D545
HEHETI: 12cB8b40?f56aeb0?5ccal3alic5t65f2ed5tanls

s the above correct? (yesfno): ypes
B configuring hardserver’s nethsm imports

:\Program Files (x86)wnCiphersnfastibinrexit

'S CoA\Program Files (x8&6)\nCipherinfasti\bin> Restart-Service “nFast Server’




SRV: Instalacia / konfiguracia
nCipher CSP/KSP

32bit C5P install wizard

Initial setup

Support Software.

nCipher CSP Install Wizard I

Perform initial setup steps required for comect operation of nCipher Windows

You already have a security world set up on this server. You can use this security world
L WY 1

v ze the existing secunty world

Select this option ta keep all vour existing =€
integrate new nCipher modules into at exist

T LIESTE S Tew secumy wana

Select this option to create a tatally new sed
private keys, and certificates created with th
Any existing secunty world iz backed up. Or
an exizting security world or are sure you ne

" Install cryptographic acceleration anly
Select this option if you have an nFast or do

nCipher CSP Install Wizard

Key Protection Setup

Set up the private key-protection method and ensure a suitable Operator Card Set 8

exists if necessary.

Select a method to protect private keps generated by the C5Ps.

& Module protechon [requires no extra cards but 1 less securek

" Operator Card Set protection
-

|msca|:|i

-

= Back

nCipher CSP Install Wizard .

Software Installation
Ready to install nCipher support software.

You now have a valid security world. The wizard will now inztall the CSP.

Select the option below ta set the nCipher C5F az the default SChannel C5P, enabling
it for the 115 certificate enroliment wizard. Leaving it unselected sets the Microsoft CSP
odle i i el ] o ol

Mo dofo g L

PP

I Select to st the nCipher C5F as the, default SChannel TSP




SRV: Generovanie ziadosti o certifikat

GenerateCSR -FirstName "Karol" -LastName
"STVRTY" -OutputFile C:\Temp\csr0l.txt -
Store LocalMachine




= Console? - [Console Root\Certificates (Local Computer)\Certificate Enrollment Requ
& File Action View Favorites Window Help

Y EREIEEEN IS

| Console Root Issued To - Issued By Expiration Date  Intended Purg
A _)J Certificates (Local Computer) 5 Karol STVRTY Karol STVRTY 13.4.201% <All=
| Personal
> || Trusted Root Certification Authorit
i [ Enterprise Trust
I | Intermediate Certification Authorit
- || Trusted Publishers
- || Untrusted Certificates
[ Third-Party Root Certification Autk
p [ Trusted People
i | Client Authentication lssuers
L | Beranote leckton
| Certificate Enrollment Requests
| Certificates
| L Sroart Card Tructed Bonte
I*n = local
“ Home Share Wiew
(-l hd 1"| v ThisPC » Local Disk (C:) » programdata » nCipher » Key Management Data » local v & E
' Favorites MName - Date modified Type 5
B Desktop L | key_mscapi_a%d46bcedbc?3cT88242032d6478624227F0505 13.4.2018 16:56 File
& Downloads | key_mscapi_container-12a3d93fd27ae968a55155d1569903810051...  13.4.2018 16:36 File
°| Recent places __| module_COBF-143B-D345 13.4.2018 16:34 File
L | world 13.4.2018 16:34 File
! This PC

CONBULTING 0




SRV: instalacia certifikatu

certreq —-accept C:\Path-To-
Certificatel\certificate.crt

PS E “WInstall* |certreq -accept _‘cert.txt
PS C:%Install* |certutil -store my
vy “Personal™
Certificate 0
Serial Mumber: 4f0bat??ed6chSbe2dfFo959
Issuer- CH=HCZI BZB Ch R1-1, 0=HCZI, C=SK
HotBefore: 13_4_2018 16:-54
Hotifter: 12_4_ 2023 17:04
Subject: SERIALHUMBER=00020217832, CH=Karol STURTY, 0U=0000034687%, OU=Zdravotnicky pracovnik, 0=HCZI, C=SK
Hon-ront Lertificate
lert Hash(shall: 7d 98 26 dé6 %2 ce 52 fie a5 51 4 34 683 #d 94 %6 1a ['2 el 37
Key Container = CertReq-4437bbea-1430-4813-9%ae-cebb73bd260b
Provider = nCipher Enhanced RSA and AES Cryptographic PFrovider
lr-inate kan ie HAT avnnrtahls
Encryption test passed
CertUtil: -store cormmand completed successfully.

CONBULTING
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Troubleshooting / utility na
kontrolu funcnosti




DI d
U
v

PS -\Program Files (y#&)\nlinhecinfactihind  \enauicp eve

Server:

enquiry reply flags
enquiry reply level
serial number

mode

version

speed i1ndex

rec. queue

level one flags
version strlng
checked in

level two flags
max. write size
level three flags
level four flags

none

Six

CO&GF-14PE-D545
operational

F T

440

432__622

Hardware HasTokens

243 Scaml, 2.33_60cami built on Jul 17 2007 16:17:18,

00000000487235e7 Mon Jul 07 17:27:35 2008
none

8192

KeyStorage

2.1 2cam?

OrderlyClearlnit HasRTC HasHURAM HasHSOPermsCmd ServerHaslollCmds FastPollSlotlList HasSEE HasKLF H
asShareACL HasFeatureEnable HasFilelp HasPCIPush HasRernellInterface HasLongJdobs |ServerHasLongJobs AESHModuleKeys HTokenC
ds JobFragmentation LongJobsPreferred Type2Smartcard

module type code 1}

product name nFast server
device name

EnquirySix version 1

impath kx groups

feature ctrl flags none
features enabled none

version serial n

remote server port 2004

odule #1:

enquiry reply flags UnprivOnly
enquiry reply level 8Six

serial number EMNAF-149R-_N545
mode operational
version FE ]
speed i1ndex 440

Fec. queue 1%..152

level one flags
version string
checked in

level two flags
max. write size
level three flags
level four flags

module type code
product name
device name
EnquirySix version
impath kx groups
feature ctrl flags
features enabled
version serial
connection status

Hardware HasTokens

2.33.60cam1 built on Jul 17 2007 16:17:38, 2.41.2cam2

00000000469 cdb?e Tue Jul 17 17:0%:16 2007
none

8192

KeyStorage

HSM

OrderlyClearlnit HasRTC HasHURAM HasHSOPermsCmd ServerHasfollCmds FastPollSlotlist HasSEE HasKLF H

sShareACL HasFeatureEnable HasFilelp HasPCIPush HasKernellInterface HasLongJobs|ServerHasLongJobs AESModuleKeys HToken(

s JobFragmentation LongJobsPreferred Type2Smartcard
7

nC1003P/nC3023P/nC3033P
Rt1

5

DHPr ime1024
LongTerm
StandardKH
2h

connection info I esn EﬂﬁF 1496- BSﬁSIIaddr iH;HETf1ﬂ.2ﬂ1.1.ﬁﬁf9ﬂﬂﬁi ku hafph = 12cBbbl?fS5baetD?5ccalIalich665f2e358
2%, mech = DSA; time=Timi a-limit
max exported modules [3

lobs oueue

18




nfkminfo
C:\Program Files (x86)\nCipher\nfast\bin\nfkminfo

e Sluzi na zakladnu diagnostiku Security World

Korektny stav Nekorektny stav

e Stav kedy nesedi world
subor a subor module-ESN

EN Administrator. Windows PowerShell
ph in> . \nfkminf

0000 Initialised Usable Recovery !PINRecovery ! ingClient RTC NVRAM =tale, has wrong KML

generation 2
(type Rijndael) state 350000 Initialised !Usable Recovery !PINRecovery !ExistingClient RTC NVRAM !
0 EDebug :
n_modules
abadb5e2ad i
SeTh:Il al3g 7 fa7aas 4 (type Rijndael)

df 19 el 3
afcé ect 9de0 6 538
01 [l[b0DOO[l(l[bDOO[l[b[l(l[bDDO[l[l[r[b[l[bOODDODDOODOO

oo e 253 LS 758 Foessirice
i 10 min FeE i . 9de07498c62cB2ecs38
ciphersuite DLT1024s160mRijndael
min pp 0 cha
other quora
el createtime 2
0000 _ShareTarget nso timeout 10 min
ciphers
5 _ . _ min pp
008106b0c0fbe151903b22ddbT407

CONBULTING Q




certutil -store my

 S|Uzi na zobrazenie certifikatov a ich kontrolu

Fogram | -store my
v "Personal™
Certificate 0
Seri1al Humber: 4f0bat?%edb6chSbo2df FI959
Issuer: CH=HCZI BZE CA R1-1, O0=HCZI, G=5SK
HotBefore: 13_4_2018 16:54
HotAfter: 1242023 17:0%
Subject: SERIALHUMBER=00020217832, CH=Karol STURTY, 0U=0000034%687%4, OU=Zdravotnicky pracovnik, 0=HCZI, C=5K
Mon-root Certificate
Cert Hash(sha1): 7d %8 26 dé P2 ce 52 fhe a% 51 4 34 63 %d 24 96 1a 72 el 37
Eev Lontainer = LertRen-G437hhea-1630-4813-9% e-cehh?ihB? A0k
Provider = nCipher Enhanced RSA and AES Cryptographic Provader
Private kev 1s HUI exportable
Encryption test passed
LertUtil: -store command completed successfully.

ra L Arrvyrdm FLiES LA Wi 1PpnEr Airdsoivins o

Administrator: Windows PowerShell

-store my

Certificate I
Serial Humber: 4fl0bat?%eBbc55be2dffeesy
Issuer: CH=HCZI B2B Chn R1-1, 0=HCZI, C=SK
HotBefore: 13_4_2013 16:54
HotAfter: 12.8.2023 17:04%
Subject: SERIALHUMBER=-00020217832, CH=Karol STURTY, 0U=000003%&6874, OU=Zdravetnicky pracovnik, O0=HCZI, C=5K
Hon-root Certificate
Cert Hash(shall: 7d ?8 26 dé %2 ce 52 fe a5 51 f4 34 68 %d %4 %6 1a 72 el 37
Key Container = CertReq-4437bbea-1430-4813-2%ae-cebb7IbE260b
Brgnidos—c nlinhor Lohanced RSA and AES Cryptographic Provider
IEncryptiun test FAILED
CEFLUCIl. —siore command completed successfully.

] PS5 C:%Program Files (x86)\wnCiphernfastZbin? _

CONBULYING
Thie mauniny BN




certutil -repairstore |

a x

* Sluzi na opatovnu asociaciu kfuca a certifikatu

] Administrator: Windows PowerShell

rogram 2 3 2 -store my
y “Personal™

= Certificate 0 ===

Serial Humber: 4f0bad?%eBéciSbo2dff9959

Issuer: CH=HCZI B2B CA R1-1, 0=HCZI, C=SK

HotBefore: 13.4_2018 16254

HotAfter: 12.4.2023 17:04%

Subject: SERIALHUMBER=00020217832, CH=Karol STURTY, 00=-00000345687%4, OU=Zdravotnicky pracovwnik, 0=HCZI, C=SK
Hon-root Certificate

Cert HashCshall): 7d 98 26 d6 92 ce 52 he a5 51 f4 34 68 2d %4 96 1a 72 el 37

Ho key pr001der 1nformat10n

Slmple contalner nam [:ertlleq 4437bbea- 1f|3ll h813 99ae cebb?3b8260h
Unique container name: CertReq-4437bbea-1430-0813-9%ae-cebb73b8260b
ERROR: nlsslng key assnclatlon property: CERT_KEY IDEHTIFIER_PROP_ID

Frrrato ey s i CAp T LR

Encryptmn test passed

Certltil: -store command completed successfully.

PS Cz\Program Files (x86)\nCipherwnfasti\bin>

t Data
Date
= Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificate
ﬁ File Action View Favorites Window Help
e= 2E 8| 6= @
| Conscle Root Issued By Expiration Date  Intended Purpose
4 [} Certificates (Local Computer) _.?JKJDI STVRTY MCZIB2B CART-1 12.4.2023 Client Authentica
4 || Personal
| Certificates

I || Trusted Root Certification Authorit
I [ ] Enterprise Trust

CONBULTING Q




certutil -repairstore Il.

certutil -f -csp "nCipher Enhanced Cryptographic Provider" -repairstore my
4f0bad99e86c55b62dff9959

PS5 C:%Program Files (x86)nCipher‘nfastibin> certutil -f -csp "nCipher Enhanced Cryptographic Provider" -repairstore my
Gf0bat??ebbchobb2dF 952

y "Personal™

Certificate 0

Serial Humber: 4f0bah?Pe86c55b62dfr9259
Issuer: CH=HCZI B2B CA R1-1, 0=HCZI, C=SK

HotBefore: 13.4_2013 16:54

HotAfter: 12.4.2023 17:04
Subject: SERIALHUMBER=00020217832, CH=Karol STURTY, 0U=000003%4687%4, OU=Zdravotnicky pracovnik, 0=HCZI, C=SK
Hon-root Certificate
Cert HashCshall: 7d %8 26 db6 %2 ce 52 fe a5 51 £O 34 68 %d 4 %6 1a 72 el 37

Key Container = CertReq-4437bbea-1430-4813-9%ae-cebh?3b8260b

Provider = nCipher Enhanced Cryptographic Provider
Private key 1s HOT exportahle
Encryption test passed
Sianature test nassed
Focrruntinn test FATIEN FEHGY

|EErEHii1: —repgifstnfe_ggpﬂqu_cn@p!eteﬂ_§upcessfully.

I s o W DUl LIS LAUUS A LPNCT AT a3 wrins

Administrator: Windows PowerShell

po . =) Console1 - [Console Root\C
il D I 0 . d comp d & File Action View Favorites Window Help
N = zm 8| 6= HE
" Console Root ¥ dTo - lssue
4 _gj] Certificates (Local Computer) llarol STVRTY NCZI = -




Zaloha / obnova

« Zalohovat na VSETKYCH SERVEROCH

— C:\ProgramData\nCipher\Key Management
Data\local

* Pre obnovu treba:
— HSM

— Subory z C:\ProgramData\nCipher\Key
Management Data\local

— Kvérum administratorskych kariet / PIN




